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SECTION 1I: SCOPE AND DEFINITIONS

Principle 1: seepe-Scope [of the principles]

These Principles deal with the private law relating to [transactions in] digital assets.

Principle 2: definitionsDefinitions

(1) ‘Electronic record’ means information which is (i) stored in an electronic or
other intangible medium and (ii) capable of being retrieved.

*(2) ‘[Controllable] Digital asset’ means an electronic record which is capable of
being subject to control.

Principle3tinked-digital .

A-(3) ‘'Digital assets law’ means any part of a State’s law relating to digital assets
which falls within the scope of these principles.

(4) ‘The law’ means a State’s law including its digital assets law.

Principle 3: General principles

(1) The law should provide that digital assets can be the subject of proprietary
rights.
(2) In these Principles, references to proprietary rights include proprietary

interests and rights with proprietary effects.

(3) The law other than digital assets law continues to apply to issues not dealt
with in these Principles, including

(a) whether a person has a proprietary right in a digital asset-may-betinked

to-;

(b) whether a person has validly transferred a proprietary right in a digital
asset to another asset-person;

(c)  whether a person has validly created a security right in a digital asset;

(d) the rights as between a transferor and transferee of a digital asset;

(e) therights as between a grantor of a security right in a digital asset and
the relevant secured creditor

(f) the legal consequences of third party effectiveness of a transfer of
digital assets; and

(g) the requirements for, and legal consequences of, third party
effectiveness of a security right.

Principle 4: Digital Assets ‘linked’ to Other Assets

&a—(©1) Where a digital asset, or any related system protocols or
documentation, appears to confer a right to another asset, which can be tangible

or intangible (‘the other asset’)-
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Fhe-), the legal effect efthetink-(if any) is a matter for the appliecabletaw-law, [other
than the digital asset law,] [and is not addressed in these principles-].

(2) The law specifies the requirements to be met, including as regards the form
and content of the information to be provided, for any legal effect to occur.

Alternative formulation for discussion:

The requirements to be met for any legal effect to occur (including as regards the
form and content of the information to be provided) are a matter for the law to
specify.

SECTION II: PRIVATE INTERNATIONAL LAW

Principle 5 — Conflict of Laws !

1) General principle

a) Proprietary questions in respect of digital assets, in particular their
acquisition and disposition, are always a matter of the law [of a State].

b) The digital assets law should include the following rule determining the
law applicable to proprietary questions in respect of digital assets.

2) Determination of the applicable law

The law applicable to proprietary gquestions in digital assets

a) The law applicable to propriety guestions in respect of digital assets is
identical for all digital assets of the same description.

b) The applicable law is be chosen at the moment of the first issuance of
assets being of a specific description. The digital asset law should take measures
incentivising such choice.

c) The choice of the applicable law can be included in the code or can be
manifested in accompanying documentation. The digital asset law determines the
relevant requirements.

d) The digital asset law can restrict the choice of applicable law; in
particular, regulated parties can be directed to transact in digital assets only to the
extent that the proprietary aspects in respect of these assets are governed by a
specific law or by a law to be chosen from a specific group of laws. A choice of law
not compliant with the restriction is not valid.

e) If no valid choice has been made, the law applicable to proprietary
aspects of digital assets is the law that generally applies to the relevant [network]
[system] on which the relevant digital assets are created.

f) If no law has been chosen in respect of the relevant [network] [system]
the law of the State to which the [network] [system] has the strongest factual

: We recognise that a conflict-of-laws rule will always be imperfect. These principles’ aim is therefore to
improve the clarity and legal certainty surrounding the issue of conflict-of-laws to the largest possible extent.




UNIDROIT 2022 - Study LXXXII - W.G.5 - Doc. 2

connection applies, in particular in cases in which the network operator is resident,
incorporated or requlated or has otherwise a clear factual connection to a specific
State.

3) Recognition in insolvency

Notwithstanding the opening of an insolvency proceeding, the law applicable in
accordance with the previous rules governs all proprietary aspects in respect of digital
assets with regard to any event that has occurred before the opening of that
insolvency proceeding.

SECTION III: CONTROL

Principle 4:6: Definition of Control

(1) A person has ‘control’ of a digital asset if:

(@) subject to paragraphs (2) and (3;5), the digital asset or the relevant
protocol or system confers on thethat person:

—(i) the exclusive ability to change the control of the
digital asset to another person (a “change of control}:”);

(i) the exclusive ability to prevent others from
obtaining substantially all of the benefit from the digital asset; and

(iii) the ability to obtain substantially all the benefit
from the digital asset; and

(b) the digital asset or its associated records allows)the that person to
identify itself as having the abilities mentieredset out in paragraph (1)(a).

(2) A change of control includes replacing—medifying,—destroying;—cancellingthe

replacement, modification, destruction, cancellation, or elminatingelimination of a
digital asset and the resulting and corresponding derivative creation of a new digital

asset (a “derivative digital asset}and-subjecting-the-derivative-digital-asset”) which
is subject to the control of another person.

(3) An ability for purposes of paragraph (1€)(a) need not be exclusive if and to
the extent that:

(a) the digital asset, or the relevant protocol or system, limits the use
of, or is programmed to make a change of control of, the digital asset; or

(b) the person in control has agreed-er, consented to or acquiesced in
sharing thethat ability with one or more other persons.

4Principle 7: Identification of a Person in Control of a Digital Asset

(1) In any proceeding in which a person’s control of a digital asset is at issue,

(a) it is sufficient for that person to demonstrate that the identification
requirement in Principle 6 paragraph (1)(b) is satisfied as to the abilities specified in
Principle 6 paragraph 1(a)[(i) and (ii3~—¥)]1;

(b) it is not necessary for thethat person to prove the-exclusivity—efany
abiity—speeified—in—paragraph—{a)—+e-—that no person other than the person in
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control and those permitted by paragraph (3) has thatability-any of the abilities
specified in Principle 6 paragraph 1(a).

(52) The identification mentioned in Principle 6 paragraph (1)(b) may be by a
reasonable means sueh—asincluding (but not limited to) an identifying number, a
cryptographic key, an office, or an account number, even if the identification does
not indicate the name or identity of the person to be identified.

SECTION HEEIV: TRANSFER

Principle 58: Acquisition and Disposition (Fransfer)
of Digital Assets

3y—Fhetawsheoulddefinethe-transfer of a digital asset asis the change of a
proprietary right from one person to another person-and-previde-thata-.

(b) A transfer of a digital asset includes the replacement, modification,
destruction, cancellation, or elimination of a digital asset and the resulting and
corresponding derivative creation and acquisition of a rew-digital-asset{derivative
digital asset)-.

5)Principle 9: Innocent Acquirer Rule

a) The law should faddressifspecifyl-thefolewingaspeets-of-the-transferof
digital-assetsas-between-the-transferorand-transfereeinterse:

A\ ”

eawa%d—dwee%@—e—fremmclude an innocent acqwrer te—an—rmfan—tFaﬁ#eFee)—and

ﬁreteeked—by—t-he—mﬂeeent—aeqwsrtfen—rule—aﬂd, sgeufymg
) ) fortt ) c L _
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83— Fhetawshould-speeify-(a) the requirements for a transferee
to qualify as an innocent acquirer {FA)-of a digital assets andor a derivative digital
assetsasset and

(b)  the rights obtained by an FA{e-g-;innocent acquirer of such an asset.

(2) In this principle, the term ‘digital asset’ includes a derivative digital asset.

(3) The requirements and rights akinreferred to in paragraph (1) should be
equivalent to those found in good faith purchase, finality, and take-free rules).

——a(4) The FARiInnocent acquirer rule should provide ferstrerngand-robust
protectionferTAs-efthat
(a) an innocent acquirer takes a digital assets—te—the—end-thatTAstake

digitat-assets-and-derivative-digital-assetsasset free of conflicting proprietary rights
{(“proprietary claims}");

——b)y—TFhe TARalso-sheuld-previdethat-(b) no rights based on a

proprietary claim relating to a digital asset er—derivative—digitalasset-may be
successfully asserted against an fAinnocent acquirer of that digital-asset:

——f{e)~Centrol~ofa-digital asset-erderivative;

(c)  Control of a digital asset should be an essential element for qualifying
as an FA<innocent acquirer; and

()A | . S £ cul ().
IA(d) An_innocent acquirer may acquire a proprietary right in a digital asset

or-derivative-digital-asset-even if control of theIA-that digital asset is changed by a
person that is acting wrongfully and has no proprietary right in the digital asset-and

) - . : A :
IAR(5) In specifying who falls within the definition of an innocent acquirer,
consideration should be given to (but not limited to) the following:

—((a) an acquirer's possible notice or knowledge of any
proprietary claim or of the specific proprietary claim at issue;

) as(b) in relation to notice, an acquirer’s reason to know
of a proprietary claim or knowledge of suspicious circumstances and failure to
investigate further;

(i) as(c) in relation to knowledge, an acquirer’s actual

knowledge;

—  fw(d) an acquirer's notice or knowledge that its acquisition
[violates the rights of] [is wrongful as to] the holder of a proprietary claim;
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———  f¥(e) an acquirer’s “good faith” (or a similar standard), taking
into account the variety of meanings and interpretations under different legal
traditions;

— vi(f)  an acquirer’s acquisition for value given by the acquirer or
received by the transferor;

—  {vii(g) applicable tests or standards for the innocent acquisition
protection for acquirers of movables and intangibles; and

——{wvii(h) the test adopted in the Geneva Securities Convention,
Article 18(1), i.e., whether:

an acquirer actually knows or ought to know, at the relevant time, that
another person has an interest in securities or intermediated securities and that the
credit to the securities account of the acquirer, designating entry or interest granted
to the acquirer violates the rights of that other person in relation to its interest.

(9)>—Intheeaseof6) If an IARprevidinginnocent acquirer rule provides that

qualification as an FAinnocent acquirer requires the absence of notice or knowledge,
the law should specify the effect of a transferee’s notice or knowledge, including its
impact on the claims as to which a transferee does and does not take free—{e-g+

vhothao hao o o N Nnawladan h = oaran om A an a o = a

€Principle 10)—: shelter principle

[The law should provide that-] [A][a—persern—{Chent)]n initial transferee from an
innocent acquirer and any subsequent transferee should have the same protection as
the innocent acquirer from conflicting proprietary rights and the successful assertion
of proprietary claims.

Principle 11: Application of Innocent Acquirer Rules to a Custody
Relationshi

[The law should provide that] A client that acquires a proprietary right in a digital
asset through a custody relationship with a Custedian-would-takecustodian

(a) takes its right free of conflicting proprietary claims, or

(b) that no rights may be asserted against the Clientclient based on a
conflicting proprietary claim, or

(c)  both~(a) and (b),

subject to substantially the same conditions that apply under the FARinnocent
acquirer rule (but without a requirement that the Elientclient obtain control over the
digital asset).
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SECTION ¥+V: CUSTODY

Principle 612: Custody

(1) This Principle applies when, in the course of a business and pursuant to an
agreement, a person (eated-a "custodian}") holds a digital asset on behalf of a client
in @ manner that the digital asset so held is not available to the creditors of the
custodian if the custodian enters into any insolvency preceedings—proceeding, [and
that the custodian owes duties to the client]. The agreement between the custodian
and the client is ealled-a "custody agreement--."

-(2) In this Prineiple—Section

(a) whenwhere a digital asset is [considered] fungible, a reference to
“a digital asset” or “the digital asset-mustbe-construed-as” includes a reference to a
certain quantity of digital assets of an identical type to that digital asset;

—

[(b) a persen{includinga-custodian} holds a digital asset if —
(i that persercustodian controls the digital asset, or

(i) aanother custodian provides custody services to
that persencustodian in relation to the digital asset-.]

(3) An agreement for services to a client in relation to a digital asset is a custody
agreement if

(a) the service is provided in the course of the service
provider’s business;;

(b) the service provider is obliged to obtain (if this is not yet
the case) and to hold the digital asset on behalf of the client;; and

——  (c) the client does not have_the exclusive ability to change the
control of the digital asset;

unless it is clear from the wording of the agreement that the client does not
have the protection described in {SPrinciple 14(3) below.

4Principle 13: Duties owed by a Custodian to its Client

(1) A custodian owes the following duties to its client:

(a) the custodian is not authorised to [dispose of] [transfer] thatthe
digital asset, or use it for its own benefit, except to the extent permitted by the client
and the law;
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(b) the custodian is obliged to comply with any instructions given by the
client to [dispose of] [transfer] thatthe digital asset-en-the-€client's-instractions; and

(c) the custodian owes duties to the client in relation to the safe-
keeping ofthatthe digital asset or of a pool of such digital assets-which-incladesit.

(52) Unless disalewedprohibited by a provision in the custody agreement [or by
law], a custodian may hold fungible digital assets of severaltwo or more of its clients
in an undivided pool.

(63) The duties owed by a custodian to its client may include:

(a) the duty to maintain a record of the digital assets it holds for each
client;

(b) the duty at all times to securely and effectively hold digital assets
in accordance with the records it maintains for its clients;

(c) the duty to acquire digital assets promptly if this is necessary to
satisfy the duty under (b);

(d) the duty to keep digital assets held for the account of clients
separate from assets held for its own account;

(e) subject to any right granted to the custodian or to another person,
the duty to pass all the benefits issuingarising from a digital asset to the client for
whom it holds that asset.

#Principle 14: Other Aspects of Custodianship

(1) The relationship between the custodian and the client may exist
notwithstandingthat a third person has rightsany right against the client in relation
to the digital asset.

(82) Adigital asset held by a custodian for a client

(a) may be subject to a security right granted to that custodian by the
client;

(b) may be subject to a security right in favour of that custodian arising
by operation of law.

(g 1€ . . ings—a-digi it hold
£ oY ; 3 £ 4l lian £
d-SE -bHEiel te -ES e ed-te S-

46— WhenPrinciple 15: Sub-Custody

(1) Where authorised by a client or by law, a custodian may hold a digital asset
for that client through another custodian (a "sub-custodian}") if the sub-custodian is
bound by the duties statedset out in {(4)fand{6)1Principle 13 above.

(F—When2) Where a custodian holds a digital asset for a client through another
custodian:

(a) If the sub-custodian enters into any insolvency
preceedingsproceeding, the custodian must seek to obtain control of the digital asset

from the insolvency administrator-ef-the-inselverey;
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(b) If the custodian enters into any insolvency preceedingsproceeding,
the rights it has against the sub-custodian in respect of the digital assets held as
custodian for its clients do not form part of the custodian’s assets for distribution to
its creditors.

SECTION V=-SECURITYVI: COLLATERAL TRANSACTIONS

Principle 7=-Seecurityl16: Collateral Transactions: General

£2[(1) Digital assets are eligible to be eeltateralthe subject of security rights.

(ay T | . | . .
—b(a) References in secured transactions laws to movable assets,

personal property or any similar notion should be understood to include digital
assets-.]

(3> —Pbistinet2) The law should provide distinct rules ferdifferent-categeries
ef-digital-assetsapply te-seme-aspeets-ofin relation to creation of a security right

and effectiveness against third parties

(a) The-law-should-provide for-one-or-more-types-of _for digital assets

where their individual features and characteristics are such that the application of

specific rules, distinct from those applying to intangible assets generally, would be

necessary. H-thefunctionsand-features-ef-various-digital-assetsaresubstantialy-the
_asingl fice.

——bB(3) Separation of digital assets from the general category of intangible
assets would enable the State to consider specific approaches, such as third-party
effectiveness by control.

(4) Seeurityrightsmay-be If a digital asset is linked to another asset, the legal
effect on that other asset of the creation of a security right in that digital asset is a
matter for the law and is not covered in these principles.

(5) If a digital asset is linked to another asset, the legal effect on that other asset
of a security right in that digital asset being made effective against third parties by
eontrel-is a matter for the law and is not covered in these principles.

—@)Principle 17: Control as a Method of Achieving Third Party
Effectiveness

(1) The law should recegnizeprovide for control as a mechanism to achieve third-
party effectiveness of a security right in a digital asset.

——  bB)(2) The requirements to achieve third-party effectiveness of a security
right by control sheuldrefleet-may be:

(i) those set out in Principle %—6 (1)(a)(i) and (iii) (“positive

control”) or
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11.

—Fe)(ii) that set out in Principle 6 (1)(a)(ii) (“negative

control”) or

(iii)  those set out in Principle 6(1)(a)(i), (ii) and (iii) ("negative and
positive control”).

(3) It is sufficient to satisfy the requirement of control if

(a) a custodian holds a digital asset on behalf of the secured creditor or

(b) a custodian is itself the secured creditor.

(4) The law should specify which (if any) of its existing special rules govern the
third-party effectiveness of security rights in digital assets=.]

5)>——Principle 18: Priority of seeurityrightsSecurity Rights in digital
assets-made-effective-against-third parties by-ecoentroelDigital Assets

—fa)(1) The law should provide that-where] [W][w]here a security right in
a digital asset has ebtainedbeen made effective against third-party—effectiveness
parties by through control, the security right should have priority over a security right
in the digital asset of a person whethat does not have control.

——  b)(2) Where more than one security right in the same digital asset has
been made effective against third parties by control, priority should be based on the
temporal order of obtaining control.

6)———Principle 19: Effective Enforcement of Security Rights
in Digital Assets

——  a}(1)  The law should allow secured creditors to enforce their security
rights in digital assets in a simple and quick manner. To that end, the law should not
impose undue formalities or requirements that would make the enforcement process
cumbersome.

—b(2) The interests of third parties, particularly custodians should be
protected.

—Fe(3) Given the nature of digital assets, the law should recognize that
enforcement actions may be taken automatically and that some requirements for
enforcement, such as to provide a notification of disposal, should not apply.
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13.

SECTION VII: ENFORCEMENT

SECTION VIII: INSOLVENCY

Principle [20]: Effect of Insolvency on Proprietary [and Security]
Rights in Digital Assets

[(1) The law should provide that rights and interests that have become effective
against third parties under Principle 9 (innocent acquirer rule) or Principle 17 (control
as a method of third party effectiveness of security rights) are effective against the
insolvency administrator and creditors in any insolvency proceeding.

(2) Paragraph (1) does not affect the application of any substantive or procedural
rule of law applicable by virtue of an insolvency proceeding, such as any rule relating
to:

(a) the ranking of categories of claims;

(b) the avoidance of a transaction as a preference or a transfer in fraud of
creditors; or

(c) the enforcement of rights to property that is under the control or
supervision of the insolvency administrator.]

[(1) The law should specify that where a security right in a digital asset is effective
against third parties under the applicable secured transactions law, it will be
recognized as effective against the insolvency administrator and competing claimants
in any insolvency proceeding

(2) The priority of a security right in digital assets established under the
applicable law should be the same, except if, pursuant to insolvency law, another
claim is given priority.

(3) Secured creditors should be entitled to claim the value of encumbered digital
assets.




